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What is PayPoint®?
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 A web capture gateway solution available from First Data Government 

Solutions (FDGS) through SunTrust Merchant Services (STMS) in 

accordance with OSC’s Contract Amendment No. 2 

 Provides a Consumer Interface feature 

 Agency desires to accept payments online, but does not have the 

internal resources and/or expertise to develop a comprehensive in-

house web capture application

 Agency desires to minimize (but not completely avoid) applicability of 

the PCI Data Security Standard requirements, primarily by avoiding the 

agency ever having to store cardholder data in the agency’s database

 Agency desires to offer both the ACH bank draft payment option (E-

Check), in addition to the credit card option

 Agency has outstanding invoices (accounts receivable transactions) 

associated with payers (citizens), which are conducive to being viewed 

and authenticated online, either on the agency’s website or PayPoint's 

website. (The place of authentication will determine the interfacing 

method used to send transactions to Paypoint®)
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Transaction Capture Options

 Citizen initiates online via Web; or

 Agency keys via Admin Screen (Virtual Terminal)

Two Payment Options 

 Credit Card; or

 E-Check (Bank Draft)

PayPoint®



Enterprise Structure
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• Agency can add as many applications as it desires

• Each application can have its own business rules

• An agency user can be assigned rights (application) and roles
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Two Authentication Options

Performed on Agency’s Website Performed on PayPoint® Site

 Agency authenticates attempted payment 

to an internal database of open transactions 

(e.g., invoice # and amount)

 If there is a match, the citizen is then 

redirected to PayPoint®, along with the 

transaction info, allowing him/her to select 

the payment method to complete the 

transaction. (Call to PayPoint®)

 Agency receives result of attempted 

payment real-time, via returned query string  

containing payment data (Return Call)

 Citizen is redirected to a PayPoint® 

hosted website, where authentication 

process is performed against a 

database submitted to PayPoint®  

(Must be kept updated by the agency –

via Admin screen or via FTP upload)

 If there is a match, the citizen can 

select the payment method to complete 

the transaction 

 Agency does not receive result of 

attempted payment real-time

In either case, the payer goes to the agency’s website first

Query String Web Service Method Batch FTP Method

Agency is provided a daily “Posting File” to update its A/R records

 FTP download (Manual or Automated) (ASCII Text)

 Download via Admin Site (Manual) (Various formats)



Admin Screen Functions
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Virtual Terminal Use

Optional Feature

Download  daily via Admin Screen, OR Via FTP download

Search  limited to 30 day period

Each Transaction ID can have more 

than one action (Confirmation No.)

Card or E-Check

e.g.  Invoice No.

Card or Bank Acct

Standard & Custom

Assign Rights & Roles



Challenge Screen – On PayPoint®
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Paypoint® URL (the playplace.com)

Each  screen has Header Text

Each  screen has Footer Text

Page Footer appears on all site’s pages

Challenge Data

Should be at least 

two elements



Challenge Screen – On Agency’s Site
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Agency’s URL – NOT PayPoint®

Challenge Data

Matched against agency’s database

If Matched

Then redirected to PayPoint®

All content on this 

page developed by 

agency – on its own 

Website



Error Message Screen
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Error Message if PayPoint® Fails to Authenticate

Error Message if Agency Fails to Authenticates

Agency determines error message

Agency determines error message

Agency creates Back button

Payer can change and re-submit



Bill Preview Screen
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Pay by E-Check

Pay by Card

Screen Header as agency desires

Can add Screen Footer if desired

Bill Data is displayed to payer

Two payment options given 

Selection will determine what is 

shown on the following “Make 

Payment Screen”

This page is displayed only if authenticated – By agency or PayPoint®



Make Payment Screen
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 Card input shown here

 Bank input if option was selected 

on previous screen

User is prompted for Billing Address

Agency can request payer to enter 

additional fields of information if desired. 

This info can be passed back to the agency 

on the posting file

 Amount field edible if partial payment will be allowed



Payment Preview Screen
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Payer can: “Back” to make correction; “Pay Now”; or “Exit”

Can have Screen Footer as desired

Can  add Affirm Option button if desired

Only last 4-digits of card or bank acct displayed



Payment Complete Screen
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This Confirmation Screen for Payer

PayPoint Enhancement: Payer no longer has to click Exit 

button in order for query string to be sent back to agency.

Query String containing transaction data will be sent back to agency

First Data will process collection of payment and remit funds to agency’s bank account



Application Timed Out Screen
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Will time out if idle for 10 minutes



Thank You Page
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Can Make another payment 



Optional Features / Options
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Feature Description Cost

Enrollment User can maintain a profile.

Requires UserID and password

$.02 per 

enrollment

Auto Reoccurring

Payment

Enrollment feature required.

User can schedule payments

-

Summary 

Presentment

Normally used with Enrollment

Enrollee can view paid & unpaid 

transactions

$.10 per 

transaction

AVS and Security

Code Verification

Payer must enter 4-digit code or address 

to be validated

$.02 by STMS

Pin-less Debit Cards True PIN Debit cards – As “card-not-

present.” Requires special enrollment

-

Convenience Fees Payer can be displayed separate amount 

for convenience fee

OSBM approval

Partial Payments User can make partial payment

Agency makes amount field editable

-

IVR Interactive Voice Response $.08 per minute



PCI Data Security Implications
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PayPoint Utilization PCI Implication Scanning SAQ

Web payments only All processes outsourced No A

Payments thru Admin 

Screen (Virtual Terminal)

Stand-alone PCs

External-facing IP addresses 

connected to the Internet

Yes C

Payments thru Admin 

Screen (Virtual Terminal)

PC connected to other 

agency systems

External-facing IP addresses 

connected to the Internet and 

no segmentation

Yes D

 PayPoint® has been certified as a validated “Service Provider”

 Agency is required to be enrolled in TrustKeeper to validate agency’s PCI 

Security Compliance as a “merchant”

 Validation depends upon how PayPoint® will be utilized

 Vulnerability scanning may be required.  One of three Self-Assessment 

Questionnaires  (SAQs) required.



PayPoint® Related Fees
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Features Description
Query 

String

FTP

Batch

Payment Gateway Application hosted by First Data $.20 / Trans $.20 / Trans

Consumer Interface * Payments entered via Web $.10 / Trans $.10 / Trans

Authentication Performed by Agency or PayPoint® N/A $.05 / Trans

Optional Features

Total Basic Fees $.30 / Trans $.35 / Trans

Summary Presentment Users displayed paid & unpaid bills $.10 / Trans $.10 / Trans

Enrollment Users maintain own profile $.02 /  Enroll $.02 /  Enroll

IVR Interactive Voice Response $.08 /  Min $.08 /  Min

 Fees levied by FDGS are in addition to fees charged by STMS for card 

processing (e.g., card interchange and switch fees)

 PayPoint® one-time setup fee is $1,000.00, per agency

 PayPoint® fees as indicated below. Customized development - $200 per hour 

* Consumer Interface fee does not apply to transactions keyed via Admin Screen



More Information

Office of the State Controller Website
www.osc.nc.gov

David C. Reavis

Director E-Commerce Initiatives

(919) 871-6483

david.reavis@osc.nc.gov

July 2009
David McCoy
State Controller

Amber Young

Central Compliance Manager

(919) 707-0619

amber.young@osc.nc.gov

Special “Thanks” to the N.C. Department of Labor for the utilization of screen slots obtained from their pilot

The PAYPOINT® trademark is owned and registered by PayPoint Electronic Payment Systems, LLC, a First Data company.
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